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SIM evolution towards eSIM (eUICC)
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Remote SIM Provisioning High Level Architecture
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Download SIM profile after receiving
request from user/consumer
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GSMA architecture ( for completness)
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eUICC components

Issuer Security Domain- Root (ISD-R
ISD-R » | eCASD QO,O . y ( )
E2E Subscription Manager Secure Rooting (SM-SR
SM-SR_Keyset_SCP80 EID, eUICC certificate (@ . t.p g 9( )
SM-SR_Keyset_SCP81 Cl public key communication _
Addresing parameters EUM keyset for key renewal with SCP 80 ( Over The Air keyset)

® Manages the different eUICC profiles (enable, disable, delete)

| Issuer Securiy Domain — Profile (ISD-P)
ISD-P ® E2E Subscription Manager-Data Preparation (SM-DP)

Connectivity parameters Connectivity parameters communication
SM-DP_Keyset_SCP03 SM-DP_Keyset_SCP03 * Protects Operator profile including keys and algorithms
MNO 1 -SD MNO 2 -SD with SCPO03 keys ( Install, enable, disable, update)

MNO_Keyset_SCP80 MNO_Keyset_SCP80 * The profile is transported using SM-SR OTA security
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eUICC Certificate Authority Security Domain (eCASD)

® Used to validated the authenticity of the eUICC




certification is key for trust in eco system
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Deployment considerations (For discussion)

Who specifies the initial eUICC?

Avoiding RSP lock in, is SM-SR change an option?

Initial conectivity/bootstrap/fallback operator?

W Does every MNO require an RSP platform?
MNO 1 subscriptions

Would you trust any device vendors with your network authentication
eUICC credentials?
MNO 2

What integration is required with your network to enable RSP to work?

eUICC of Device vendor?

Do you need a network integration (SM-SR) with every Device vendor?
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